in November 2005. This right was praised by some as the very core of the information society, and accused by others of being a merely formal standard with little practical reality in a world where the majority of the population does not have access to information technology and in which the "communication sphere" is dominated by Western/American culture and content, media concentration, and the English language.
In this chapter I will examine the spirit and ideas behind the right to freedom of expression, and discuss the potentials, challenges, and effective implementation of the right within the framework of the information society. The focus is biased toward Europe and the legal protection of freedom of expression spelled out in the European Convention on Human Rights. I will, however, try to give a more global perspective as well, and at the end of the chapter I have included a global overview of Internet access, regulation, and restrictions.
Background and Spirit of Freedom of Expression
Freedom of expression is a fundamental human right that draws on values of personal autonomy and democracy. It is closely connected to freedom of thought and is a precondition for individuals' self-expression and selffulfillment. The European Court of Human Rights has described freedom of expression as one of the essential foundations of a democratic society, one of the basic conditions for its progress and for the development of every man. 1 Since the ideas put forward during the Enlightenment, freedom of expression has been one of the fundamental human rights, and it has taken its place in all major international instruments protecting human rights.
Though freedom of expression is not specifically mentioned in the U.N.
Charter, its importance was recognized from the very beginning of the United Nations. In its first session in 1946, the U.N. General Assembly stated: "Freedom of information is a fundamental human right and is the touchstone of all the freedoms to which the United Nations is consecrated." 2 Further, a conference on freedom of information was convened at Geneva in 1948 with the purpose of laying down an information policy for the United Nations. The conference adopted a draft convention on freedom of information, but the convention never came into place due to an unresolved conflict between the Western countries, arguing for a free flow of information, and the Soviet Union, arguing for a balanced flow of information. The Geneva conference, however, provided the text for Article 19 of the Universal Declaration of Human Rights, which was adopted by the Human Rights Commission at its third session in 1948, by 13 votes to 4. 3 Freedom of expression is a typical "first generation" human right with individual emphasis, though it also carries strong societal implications. The point of departure is the protection of the individual from outside intervention in order to form and express opinions freely, without outside threats. In the Western world, one can speak of two main traditions for freedom of expression, originating from the French Revolution and its American counterpart. Whereas the European tradition has more emphasis on the protection of the rights of others, the U.S. tradition is more absolute. 4 One of the shortcomings of the classical liberty approach is the lack of emphasis on the structures and conditions that shape the public sphere, in which communication takes place. De facto restrictions on freedom of expression do not necessarily take the form of direct censorship, but can also be structured as self-censorship, institutional and/or social constraints, or merely lack of access to communication technology.
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One could therefore argue that the regulation of the structures of communication have at least as much impact on communication as do direct measures aimed at specific content, which is an important point not least in light of the information society and the (lack) of access to its communicative sphere by a majority of the world's population.
The Freedoms Protected
The right to freedom of expression is provided for in the Universal Decla- I Freedom to hold opinions which implies that the state must not try to indoctrinate its citizens or make distinctions between those holding various specific opinions. The freedom gives citizens the right to criticize the government and to form opposition.
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I Freedom to impart information and ideas which gives citizens the right to distribute information and ideas through all possible lawful sources.
I Freedom to receive information which includes the right to gather information and to seek information through all possible lawful sources.
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I Freedom of the press which is not explicitly mentioned, but has been emphasized in several cases in which the European Court of Human Rights has put strong emphasis on the public's right to know.
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I Freedom of radio and TV broadcasting to which freedom of expression also applies.
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These freedoms are not unlimited, but restrictions must follow international human rights standards: they must be prescribed by law, must serve legitimate aims, and must be considered necessary in a democratic society.
If these conditions are not fulfilled, a limitation on freedom of expression will amount to a violation of international human rights standards.
Looking at the case law on freedom of expression from the European Court on Human Rights, a few points are worth emphasizing. The first concerns the scope of the content protected. In an important judgment from 1976, the Court stressed the pluralism of expressions protected: "it is applicable not only to information or ideas that are favorably received or regarded as inoffensive or as a matter of indifference, but also to those that offend, shock or disturb the state or any sector of the population. Such are the demands of that pluralism, tolerance and broadmindedness without which there is no democratic society." 10 The broad content protection is crucial because freedom of expression is by its very nature a protection of minorities' or dissenters' voicing of their opinions-thus, the legitimate right of the minority to oppose the majority. Another important concept, not least in the light of the Internet's borderless nature, is the term "regardless of frontiers." The phrase indicates that the state shall admit information from beyond the frontiers of the country, to be both imparted and received, subject to the possible restrictions mentioned above.
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Freedom of Expression Challenges in the Information Society
The Same Level of Protection Applies
The U.N. special rapporteur on the promotion and protection of the right to freedom of opinion and expression has stressed the Internet's effect on freedom of expression and emphasized its potential for bringing out dissenting voices and shaping the political and cultural debate. 12 According to the special rapporteur, the Internet is inherently democratic, and online expressions should be guided by international standards and be guaranteed the same protection that is given to other forms of expression. 13 Also, Since the 1990s there has been a broad variety of attempts to regulate cyberspace. It is important to note that Internet regulation does not arise from a legal vacuum; most of the legal issues are subject to regulation or can be resolved by deduction from existing rules.
Seen from a human rights perspective, the major areas of Internet regulation so far have been privacy, freedom of expression, and freedom of information. Privacy issues have concentrated on how to ensure the privacy of personal data and of communications in a climate with strong emphasis on counterterror and state security measures. The freedom of expression issues have focused on how to secure freedom of information and the right of creators, and how to protect the standards of freedom of expression in a context that increasingly calls for control not only of illegal but also of so-called harmful content.
Below I will give an overview of some of the current challenges facing freedom of expression.
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Access to the Public Sphere
Since the effective implementation of freedom of expression requires citizen's access to express opinions and to seek information in the public sphere, 17 access to the Internet is crucial. Currently, one of the biggest challenges is to ensure that the exclusive character of the information society is replaced by inclusiveness. The current lack of access for a majority of the world's population, often referred to as the digital divide, is at the same time a cause and a consequence of the unequal distribution of wealth and resources in the world. It is defined along lines of poverty and lack of infrastructure and development at all levels, including health and education, and must be understood and addressed within this more general political context. However, bridging the digital divide and providing infrastructure is only the first step. De facto access in order to communicate and to participate in the public sphere, whether online or offline, requires development at many levels and must include democratic, economic, and social development; literacy; and pricing schemes etc. in order to make access to the global public sphere and to democratic participation a real option for a majority of the world's population.
If we acknowledge access to the Internet as an important condition for democratic participation and development-for exercising freedom of expression-it is reasonable to argue for a positive state obligation not only to protect online expressions but also to secure individuals' access to the Internet. The positive state obligation could be to ensure Internet access
The Right to Express Oneself and to Seek Informationin all local communities, as has been the case in Denmark, where the local public libraries, as part of their public service, are obliged to provide free Internet access. 18 Other recent examples of new access models include wireless solutions, which increasingly are being used to provide low-cost access at the community level.
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Information Access and Ownership of Knowledge
The system of knowledge ownership, including patents, copyrights, and trademarks, is another topic closely related to the discussion of effective implementation of freedom of expression. Access to information (to use, share, and distribute) is closely related to ownership of information, and is seen by many to be the most crucial regulatory battle at this time. 20 The challenge and balance to be established involve maximizing access and use of knowledge, encouraging creativity as widely as possible, and, at the same time, ensuring protection of authors and creators. Since 2000, the United
States and Europe have enacted legislation 21 that gives the industry freedom to undermine traditional fair use limits to copyright-for instance, by prolonging the time that content stays out of the public domain. Copyright protection is also increasingly becoming a censorship issue; content is being removed by Internet service providers through fear of liability or through end user license agreements whereby users must acquire permission to publish criticism or reviews of the software.
Another aspect relates to the disputed practice of patenting software, which at the moment is subject to a heated battle among the European Parliament, civil society groups, and the European Commission. One of the issues at stake is the claim that patenting of software elements will have damaging effects on creativity and the free flow of information. Compared with the physical world, software represents cultural products (such as books), and as such is protected by copyright law. However, if the ownership regime is expanded to allow the patenting of specific software elements-as proposed and supported by a number of EU member states-this could be seen as equivalent to allowing the patenting of the ideas contained in a book, and would pose a radical change to the current ability to use and build on other people's ideas and thoughts, as long as copyright is protected. Since the topic is covered separately in this book, I will not go into greater detail here.
The system of knowledge ownership touches the very core of our information society, and thus how we envision an expanding public domainas our common reservoir of knowledge-as well as use of the digital age to strengthen our means to access and benefit from this information and knowledge. The Berlin Declaration, produced by a number of civil society groups, 22 is one example of an alternative compensation model that seeks to reestablish the balance between fair use and fair compensation through a system built on collectively managed online rights. Another example is the Creative Commons (CC) project, founded in 2001. Creative Commons is a nonprofit that has developed a set of licenses which creators can use to mark the conditions under which their content can be copied, distributed, and shared, using "human readable," "lawyer readable," and "machine readable" code, thereby offering more flexible copyrights for creative work. Currently more than 5 million Web pages are licensed under
Creative Commons.
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Restrictions on Information and Communication Content
One of the cherished characteristics of the information society is the enhanced possibility of voicing opinions and seeking information globally.
In the physical world people encounter only a limited degree of communications because of physical and geographical limits, whereas on the Internet they can express and access a broad array of information irrespective of national boundaries, and be informed and disturbed accordingly. This has led to direct censorship in some countries, in the form of banning or blocking of information, and to more subtle "protective" measures in other countries, often in the form of rating or filtering.
Legal and political attempts to regulate content take many forms, depending on the national context. Measures include regulation of Internet service providers, strict licensing schemes, and national laws regulating speech and publications. One of the threats to online (as well as offline) freedom of expression is the way notions such as "indecent" and "harmful" are transposed into national legal standards that vary according to the local context and political regime, providing space for content restrictions that do not comply with international freedom of expression standards.
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According to the international human rights standards, governments are allowed to restrict freedom of expression to protect certain interests, such as national security or public morals, but any restriction must be subjected to strict scrutiny, which includes inquiry into the aim of the restriction, the seriousness of the threat, and whether there are alternative and less restrictive means of protecting that interest. As illustrated by a number of studies and cases, many laws and practices around the world do not comply with these standards. 
Restrictions on Freedom of Information
Freedom of expression covers not only protection of the right to express opinions but also freedom of information. 33 Freedom of information is the right to search freely among all publicly available information and to receive all information that others are willing to communicate. 34 The freedom should ensure that there are no restrictions imposed on a person who wishes to receive information from someone who wishes to communicate that actual information. 35 Further, it should ensure that the individual can use any technical means in the search for information. 36 The freedom to seek and receive information from any public source must not be hindered, unless legitimate and proportionate restrictions can be raised in accordance with international human rights standards.
However, there are de facto a number of ways that governments around the world restrict citizens' access to information. Some of the more wellknown cases include state-enforced filtering software that blocks access to unauthorized content, so that only state-approved content is available, or blocking of access to certain categories of information through blacklisting of Web sites. Other examples include extensive state surveillance, which often leads to self-censorship. 37 The censorship debate is typically targeting countries such as Cuba, China, Singapore, and Saudi Arabia for state censorship and imprisonment of Internet publishers. However, countries such as the United States and Denmark are using filtering software at public access points, and thus are also restricting means to seek information freely on the Internet. In the United States, filters at public libraries are now a condition for receiving state funding, 38 and in Denmark a number of public libraries have installed filters to protect users from harmful but legal content. 39 In Europe, a filter-related discussion has concentrated on rating schemes, whereby Web content would be required to be rated (i.e., categorized in terms of metastandards on decency) in order to facilitate and effectuate filtering. As a consequence, only rated content would be searchable for users of the Internet. However, given the premise that the Internet is a public sphere, the demand that users categorize their content/expressions according to a metastandard of decency would be a very radical demand. "Is this expression very harmful, partly harmful, or not harmful at all?" "Does this discussion involve indecent language to a small, medium, or large degree?"
Rating goods and services is natural within a commercial sphere, but when viewed from a public sphere perspective, it would be asking people to declare their "speak" as a precondition for speaking. Since an important element of freedom of expression is the individual's right to express herself without arbitrary restrictions, having to declare your "speak" as a requirement for speaking would mark a significant restriction on this freedom. The discussion on the use of rating and filtering schemes is ongoing, and its results and consequences for online freedom of expression remain to be seen.
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The Potential and the Principles for Effective Implementation
Since the 1990s many have praised the Internet's potential for strengthening freedom of expression by giving practical reality to the vision of a world where people can freely speak their minds and access information.
And no doubt access to information and to communication technology is empowering. The ability to communicate or to access a needed piece of information can be the decisive factor in taking action. As such it is a premise for development both at a personal level and at the level of society.
Access to information is also important to democratic participation and control, for people to take active part in local, regional, or global society.
As I have tried to outline above, the challenges facing freedom of expression at this particular point in time are many. Often the discussions stop at the digital divide, and however important this problem is, there is a whole range of other problems and politics involved as well. Problems that are difficult because they require political will to readdress established systems of power, ownership, and money (for instance, related to copyright, trade, or media regimes), and because it's easier to speak of rolling out infrastructure than to speak of censorship or surveillance, or to address discrimination against regions, languages, and vulnerable groups.
In the context of the information society, freedoms-freedom to access information, freedom from surveillance, or freedom to express opinionsare tied to both local and global structures. It is therefore crucial that national, regional, and international regulations respect and enforce human rights standards, which are by their very nature universal standards. We must not forget that for freedom of expression to be more than high commissioner for human rights 
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GreenNet Educational Trust (2003) . Examples from the report include the following: Morocco bans criticism of the monarch and of "offensive reporting" by journalists; China bans "subversive speech"; Australia regulates speech that is "unsuitable" for minors; Egypt regulates, among other things, speech that discusses "taboo issues" and "human rights violations," whereas the European Convention on Human Rights speaks for the "protection of public morals." 33. An important aspect of freedom of information concerns the right to gain access to public information. Since this is covered in the chapter on the right to information, it will not be covered here.
34. Eggen (1994) , 63.
